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Unipercare service for home care and service centres 

PRODUCT INFORMATION 

Unipercare is a digital service platform that offers remote digital services and social 

connectivity solutions.  It enables electronic services from different service providers, such as 

telemedicine, reminders, group meetings or personal contacts. The service also provides 

customers with additional content, such as recordings or live broadcasts. The service includes 

a secure management portal where medical staff can maintain the service, monitor its use and 

communicate with customers.  According to the manufacturer’s declaration, the product is not 

a medical device and should therefore not be used for the purposes specified for medical 

devices. 

The service can be used via a mobile application, a computer web browser or an adapter 

connected to the TV.   

Platform: ☒  Android   ☒  iOS   ☒  MS Windows   ☒  Browser   ☐   Other   

Language of use:  ☒  Finnish ☒  Swedish ☒  English ☒  Hebrew, Russian, Portuguese, Spanish, 

Arabic 

Certificates: ☒  CE marking (TV adapter) ☐  Medical device, class ☐  US FDA  

Information security management system: ☐  ISO 27001 ☐  ISO 27701 ☐  Other 

Quality management system:  ☐  ISO 13485   ☐  Other 

Manufacturer/Distribution: SmartGroup smartgroup.fi 

RECOMMENDATION  17 NOVEMBER 2021 

THERE IS ONE THING TO CONSIDER WHEN USING THE PRODUCT 

Unipercare service is suitable for creating various remote digital services and contacts with the 

customer.  It enables personalised services according to the customer’s needs and social 

communication regardless of distance.   

The recommendation is based on information provided by the company. 
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https://www.smartgroup.fi/
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SUBAREAS OF ASSESSMENT 

Subarea Assessment Poin
ts 

Effectiveness Promising, but more evidence is needed 

The effectiveness study found that the feelings of loneliness and 

depression among customers decreased, emotional well-being increased, 

and customers’ social networks expanded during the use of the product.   

Appropriate indicators had been used to measure the impact of different 

sectors. Due to the short duration of the  effectiveness study, the long-

term effects of the service cannot be assessed.1  

Several user experience surveys of the service have been carried out to 

investigate the risks of customers encountering the following events: 

falling, anxiety, loneliness and depression. Appropriate indicators have 

been used for risk assessments. In these surveys, the risks of falling and 

anxiety have been reduced during the use of the service. The numbers 

of survey participants were small, the non-response rate high, and the 

follow-up times were short.1  

Based on customer satisfaction surveys, customers have been satisfied 

with the service.1  Based on surveys, organizations have also been 

satisfied with the service.1  

In general, there is convincing evidence of the impact of physical 

activity on the risk of falls in older people.2 The evidence of the link 

between ICT use and social isolation, loneliness, social contacts, and 

well-being has varied in studies. Some studies showed positive evidence; 

in other studies, there were no differences between study groups.3,4,5  

The studies are already partially outdated, and the terminal equipment 

has been a computer or tablet, so the proof cannot be fully transferred 

to the service under assessment.  Different video communication 

technologies are used in services for the elderly, and there is evidence 

of their benefits6. Since the products are different, this evidence is also 

not fully transferable to the service under assessment.       
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Safety Sufficient 

The company has processes in place to ensure the safety of its products 

and to address safety-related risks that have arisen during use. The 

company has a risk management system compatible with ISO 

14971:2019.  According to the manufacturer, no hazard or adverse 

events related to the use of the product have been reported during its 

use. The risk analysis carried out on the product is comprehensive.1 

2 

Costs Reasonable 

The price of the product consists of monthly operating costs. The user 

training provided by the company for the employees of the organization, 

subject to a charge, lasts 3-5 days. The organization should be prepared 

to train the end-users, and provide them with help-desk services, which 

may lead to additional costs. The organization decides how to charge 

the customer for the use of the product.1  

If the product is used via its set-top box for TV, it can be purchased 

from the importer, or another suitable TV adapter may be used.  The 

organization should take a stand on whether the organization or the 

end-user bears the costs of the TV set-top box.1 

Based on the information provided by the manufacturer, it appears that 

the cost of using the service is reasonable when compared with the 

provision of an equivalent service in another way.1   

2 

Data security 
and data 
protection 

Sufficient 

The assessment was carried out using the database of data security and 

data protection requirements for social welfare and health care 

procurement7 and the information provided by Uniper and SmartGroup1.  

Based on the responses, the manufacturer meets the security and data 

protection requirements. The manufacturer has carried out an internal 

HIPAA audit and SOC 2 certification is in progress.   

Risk management and data security testing  

The manufacturer has carried out a data security risk assessment. The 

company has a data security risk testing process in place. 
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Log management 

The manufacturer has log management processes for monitoring the 

operation of the service, auditing events, and detecting potential 

attacks.  In addition, the manufacturer has automatic alerts for 

problems detected. 

User management 

The password complexity requirements are sufficient. The service 

provides support for multi-factor authentication. As a login solution, the 

service uses a cloud-based authentication service provider. It is possible 

to introduce identity federation if the customer needs it. 

Equipment 

In our view, the use of the service does not pose any significant security 

risks with regard to the hardware. The service can also be used through 

the manufacturer’s Android-based TV adapter. This adapter has been 

subjected to intrusion testing. 

Data protection 

The service has been subject to a data protection impact assessment, 

including a data protection risk assessment. 

Personal data of users of the service is stored in the EEA and stored in 

encrypted form. In addition, risks are reduced by pseudonymising data 

where possible. 

Uniper uses Zoom as a video meeting solution. The Zoom service has 

sufficient safeguards, so using Zoom will not cause any data protection 

problems.  If the organization has enabled the recording of video 

meetings, these recordings are stored encrypted on Zoom’s cloud 

servers.  In addition, video meetings are end-to-end-encrypted.  Uniper 

end-user does not have to register for Zoom. 

Other considerations 

This assessment does not include interfaces with external services. If 

the customer introduces other services related to this service, these 

interfaces must be assessed separately. 
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General guidance on procurement 

During the procurement phase, you should always contact the 

organization’s IT management, information security specialist, and data 

protection expert. Discuss with them if the product in question meets 

your requirements.  In addition, we recommend that hospital districts 

use the Procurement Information Security Guide of the European Union 

Agency for Cybersecurity (ENISA) in support of procurement8.   

Usability and 
accessibility 

Sufficient 

The persons involved in the testing of the product are representative of 

the actual end-users of the product1.   

The accessibility of the product has been assessed by a third party1. The 

accessibility statement is available for the product9. The online service 

complies with the A and AA Accessibility Requirements (WCAG Criteria 

2.1) and Section 508 of the United States Rehabilitation Act, Section 

5081,9. When using a TV adapter, the remote control serves as a 

keyboard1.   

It is possible to provide feedback on usability and accessibility via an 

online feedback channel, and the company will respond to the feedback 

within 14 days9.   

The content provided through the service is provided by third parties, so 

when purchasing content, make sure that they also meet the 

accessibility requirements1. 

Instructions for clients considering purchasing the product 

The purchasing organization must take into account the requirements of 

the Digital Services Act and note that it is the service provider’s 

responsibility to comply with the requirements10,11.  

1 

Other things to 
consider when 
using the 
product 

The service is available on smartphones and tablets that support Android or 

iOS, and on the computer via Chrome web browser. The service can also be 

used via a TV adapter that supports the Android operating system, which also 

includes a remote control and a webcam1. 

Interoperability 

The product supports the REST API interface. The product is also connected to 

other companies’ services via the SSL/TLS1.2 interface.1 
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Technical functionality 

The manufacturer will notify system updates by e-mail.  According to the 

manufacturer, system updates do not cause interruptions to the service; only 

the SSL certificate updates can cause a few minutes of service interruptions at 

night time.  According to the manufacturer, there have been no outages in the 

service, and the service has not been disabled due to a failure in the last six 

months. The manufacturer has a process in place to actively monitor the 

operation of its service and to try to correct errors as quickly as possible.1   

Training and product support 

The company provides training and support to persons responsible for the 

training of end-users. Training is primarily offered in Finnish. The organization 

using the service selects two administrators. They are responsible for 

providing support during the use of the service to the medical staff, who are 

responsible for customer support while the service is in use.1 

SmartGroup provides support primarily to administrators during regular 

working hours. The Service Level Agreement (SLA) can be concluded 

separately, and product support in English is available 24/7.1 

Distribution 

Uniper has clients worldwide, e.g. Israel, the EU, Austria and Portugal1. 

Assessment 
Team 

Petra Falkenbach, Senior Planning Officer, FinCCHTA 

Jari Haverinen, Senior Planning Officer, FinCCHTA 

Jari Jääskelä, Information Security Expert, Oulu University 
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Key Assessment Domains 

Points Effectiveness Safety Costs Data security 
and data 
protection 

Usability and 
accessibility 

2 Sufficient Sufficient Reasonable Sufficient Sufficient 

1 
Promising but 
more evidence is 
needed 

Probably at a 
sufficient level but 
not known well 
enough 

High 
Minor 
shortcomings 

Minor 
shortcomings 

-4 Weak or unknown Weak or unknown 
Unreasonably 
high 

Shortcomings Shortcomings 

Recommendation Scale 

Total 
score 

Definition 

10 
USE OF THE PRODUCT IS RECOMMENDED 

The use of this product is recommended because of strong evidence for its 
effectiveness. Safety, data security and protection, and usability and accessibility 
of the product are at an adequate level.  The cost of using the product is reasonable. 

9 

THERE IS ONE THING TO CONSIDER WHEN USING THE PRODUCT 

An organization considering the deployment of the product should note that in one key 
area there are things to consider. Information about the effectiveness of the product 
could be promising, but the information is scarce. Product safety could be at a sufficient 
level but not known well enough. Product costs may be high. There could be minor 
shortcomings in the product’s data security and protection or in usability and 
accessibility. 

7-8 

THERE ARE A FEW THINGS TO CONSIDER WHEN USING THE PRODUCT 

An organization considering the deployment of the product should note that in two or 
three key areas there are things to consider: Information about the effectiveness of 
the product could be promising, but the information is scarce. Product safety could be at 
a sufficient level but not known well enough. Product costs may be high. There could be 
minor shortcomings in the product’s data security and protection or in usability and 
accessibility. 

5-6 

THERE ARE MANY THINGS TO CONSIDER WHEN USING THE PRODUCT 

An organization considering the deployment of the product should note that in four or 
five key areas there are things to consider: Information about the effectiveness of the 
product could be promising, but the information is scarce. Product safety could be at a 
sufficient level but not known well enough. Product costs may be high. There could be 
minor shortcomings in the product’s data security and protection or in usability and 
accessibility. 

≤4 

THERE ARE CRITICAL THINGS TO CONSIDER WHEN USING THE PRODUCT 

An organization considering the deployment of the product should note that there are 
shortcomings in one or more key areas: Information about the effectiveness of the 
product is untrustworthy or of low quality. There may be shortcomings in the product's 
safety, or information related to it may be unreliable or of low quality. Product costs 
may be prohibitively high. There could be shortcomings in the product's data security 
and protection or in usability and accessibility. 
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